Welcome to the SNE Graduatlon
' Ceremony e

Please be seated We W111 start
momentarﬂy S5



Welcome to the SNE Graduatlon

' Ceremony e

Please be seated We Wlll start
momentarﬂy 2



SECURITY AND NETWORK ENGINEERING




SECURITY AND NETWORK ENGINEERING




SECURITY AND NETWORK ENGINEERING




ICT to support Science & Society in
the Roaring Twenties

Cees de Laat

Systems and Networking Laboratory
Complex Cyber Infrastrure group
University of Amsterdam
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https://ivi.fnwi.uva.nl/sne/research/complex-cyber-infrastructure-cci/

ICT to support the transformation of Science
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in the Roaring Twenties

From Wikipedia: The Roaring Twenties refers to the decade of the 1920s in Western
society and Western culture. It was a period of economic prosperity with a distinctive
cultural edge in the United States and Western Europe, particularly in major cities such as
Berlin, Chicago, London, Los Angeles, New York City, Paris, and Sydney. In France, the
decade was known as the "années folles" ('crazy years'), emphasizing the era's social,
artistic and cultural dynamism. Jazz blossomed, the flapper redefined the modern look for
British and American women, and Art Deco peaked....

This period saw the large-scale development and use of automobiles, telephones, movies,
radio, and electrical appliances being installed in the lives of thousands of Westerners.
Aviation soon became a business. Nations saw rapid industrial and economic growth,
accelerated consumer demand, and introduced significantly new changes in lifestyle and
culture. The media focused on celebrities, especially sports heroes and movie stars, as cities
rooted for their home teams and filled the new palatial cinemas and gigantic sports
stadiums. In most major democratic states, women won the right to vote. The right to vote
made a huge impact on society.
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From King’s Dutch Academy of Sciences

The Dutch Research Agenda

“Information technology (IT) now
permeates all aspects of public,
commercial, social, and personal life.
bank cards, satnav, and weather
radar... IT has become completely
indispensable.”

“But to the ity and

of constantly and more

complicated IT, we will need to find
answers to some amenta

1
o
I.:..
[
| &F
B

https://www.knaw.nl/nl/actueel/publicaties/the-dutch-research-
agenda/@@download/pdf_file/20111029.pdf
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Reduction of Complexity by Integration

By combining services such as telephony, television, data, and computing
capacity within a single network, we can cut down on complexity, energy
consumption and maintenance.

« How can we describe and analyze complex information systems effectively?

* How can we specify and measure the quality and reliability of a system?

 How can we combine various different systems?

 How can we design systems in which separate processors can co-operate
efficiently via mutual network connections within a much larger whole?

« Can we design information systems that can diagnose their own
malfunctions and perhaps even repair them?

« How can we specify, predict, and measure system

performance as effectively as possible?

SNE addresses a.o. the highlighted questions!

http://www.knaw.nl/Content/Internet. KNAW/publicaties/pdf/20111029.pdf



Fading Trust in Internet

Trust

Research
Gap!

Dependency

1980 2017
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Some progress

2018

2 o :
CRAY RESEARCH, INI:.,

? 540 MHz 80 MHz

? MFlops 160 MFlops

1000 MByte memory 8 MByte memory
16000 MByte ssd 300 MByte disks
0,0012 kWh —18 h 120 kW



What Happens in an Internet Minute?

20 47,000 61,141

New victims of App downloods Hours of music
identity theft

20 million 3,000

204 million $83,000 Pholo views Photo uploods

100,000
New tweets

TR |emition TS @
2+ million 7 \@

Search queries

And Future Growth is Staggering | .| 1amie: .
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Now, how do we get and use
data?

20 1 9 This Is What Happens In An
Internet Minute
facebook * Move towards streaming
e Netflix

1 Million 18.1 Million * YOURILL3

3.8 Million LoggingIn  Texts Sent ‘.’.5 Mi{lion . . ° yOutube

NETFLIX o< VideosViewed [N * Same in science world
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Spent Online Scrolling Instagram e Data iS not always huge
2.1 Million o o * Sometimes it is very complex
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Sent

tinder
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Gifs Served
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Streaming
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Reliable and Safe!

This omnipresence of IT makes us not only strong but also
vulnerable.

c A , @ , or a system failure iInstantly
around the world.

Hard Drive Cost per Gigabyte

1980 - 2009

The hardware and software that allow all our
systems to operate is becoming bigger and more
complex all the time, and the capacity of networks
and data storage is increasing by leaps and
bounds.

1 Eflop/s

162 PFlop/s
" 12.6 Phlop/s

10 Prlop/4 4

1 Pflop/s

' 76.5 TFlop/s
100 Trlop/4 o

i We will soon reach the limits of

10 Gflop/4 59.7 GHop/s

oo what is currently feasible and
controllable.

http://www.knaw.nl/Content/Internet. KNAW/publicaties/pdf/20111029.pdf
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Internet moves from IXP’s into
datacenters

LIMITED TIME OFFERS

Bundles




CNN.com International - Breaking, World, Business, Sports, Entertainment and Video News 12
| 72| | + | edition.cnn.com ¢ (2]

[I] ## Bonjourv local v hidden v Myindex ¥ Bureaucracy v NewsY Mac ¥ Internet services setup Domain name.../ IPv6 test »
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by Peter Wilkinson in London Make CNN Your Homepage

(o) ygel: i, [¢][es M Scenes from the fleld - Thai elections - Indonesia volcano - Woody Allen abuse claims - Ukraine - Knox extradition? - Super Bowl

THIS WEEKEND

THAI ELECTIONS

What's behind

SHARE THIS

0030 ...

E3 More sharing

Thailand's
political crisis?

A state of emergency, roads
paralyzed with protesters, gunfire
on the streets — why have things

soured so badly in a nation hailed
as a rising regional powerhouse?

3 Recormens D

Dozens killed as barrel
bombs smash into Aleppo

A day of punishing air assaults on
Aleppo leaves go dead as so-called
barrel bombs rain down on the city, an
opposition group said. FULL STORY

FOLLOW US
= Understanding the turmoll "B«

=7 wounded In gun battle "B« { 3.4m| | W Follow @cnni
= What does state of emergency

mean?
CNN TV

+ Regime non-committal on more talks
« Satellite photos show devastation =i
+ Syria, Iran playing Obama for a fool?

THAI CRISIS

CHILD SEX ALLEGATIONS ’
+ Latest from Bangkok "= s interactive

+ Gun battle leaves 7 wounded "- Woody Allen hit : Llfg ina refugee camp
+ What is at stake in elections? "= g |

+ Is Thailand safe for tourists?

+ Thailand elections marred by violence

with abuse claims

His adopted daughter accuses
the director of sex assault whe

TV Programs

+ Share your images | Gallery - Full Schedule

<iframe
src="//www.facebook.com/plugins/like.php?href=http%3A%2F %2Fwww.facebook.com%2Fcnni —
nternational&amp;send=false&amp; Iayout button_count&amp;amp;width=450&amp; show faces=fal
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You are Facebook's product, not customer

TECHNOLOGY / 21 SEPTEMBER 11 by OLIVIA SOLON [2

Find your piece of paradise...

People need to understand that they are the
product of Facebook and not the customer,
according to media theorist and writer
Douglas Rushkoff.

Speaking at the inaugural Hello Etsy
conference in Berlin, the author of Program
or Be Programmed said: "Ask a kid what
Facebook is for and they'll answer 'it's
there to help me make friends'. Facebook's
boardroom isn't talking about how to make
Johnny more friends. It's talking about how
to monetise Johnnny's social graph."




The constant factor 1n our field 1s Change!

The 50 years it took Physicists to find one particle, the Higgs,
we came from:

“Fortran goto”, Unix, ¢, SmallTalk, DECnet, TCP/IP, c++,
Internet, WWW, Semantic Web, Photonic networks, Google,
orid, cloud, Data, App’s

to:
Ransomware attacks destroying Banks and Bitcoins.

Conclusion:

Need for Safe, Smart, Resilient Sustainable Infrastructure.



CHANGE!



With knowledge comes power
With power comes responsibility

Ethically apply your expertise!
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