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Mission

• CCI focuses on the complexity of man-made systems on all scales.
• Cyber Infrastructure is rapidly evolving from relatively simple fixed components to 

programmable and virtualized objects with many degrees of freedom, owned, 
operated and governed by different entities in multiple administrative domains 
interacting on the Internet.

• Harnessing this complexity in a transparent, trust-able way for safe and secure data 
processing is a major research topic that defines the focus of CCI research. 

• The challenges are addressed by combining methods and results from research into 
distributed data processing, programmable networks, policy reasoning and normative 
control, hardware and cryptographic security, and software language engineering.
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Now, how do we get and use data?

• Move towards streaming
• Netflix
• youtube

• Same in science world
• SKA / LOFAR
• Light Source
• Environmental (Marine, Meteorology, …)

• Data is not always huge
• Sometimes it is very complex
• Some example:
• biodiversity



Change in computing
• Early days a few big Supercomputers

– Mostly science domain
• Via grid to commercial cloud

– AWS, Azure, Google Cloud, IBM, Salesforce
– The big five: Apple, Alphabet, Microsoft, Facebook and Amazon
– Computing has transformed into an utility

• Data => Information is the key
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SARNET: Security Autonomous Response 
with programmable NETworks

Marc Lyonnais, Leon Gommans, Rodney Wilson, Lydia Meijer, Frank Fransen Tom van Engers, Paola Grosso, 
Gauravdeep Shami, Cees de Laat,Ameneh Deljoo, Ralph Koning, Ben de Graaff, Gleb Polevoy, Stojan Travanovski.

Big Data: real time ICT for logistics 
Data Logistics 4 Logistics Data (dl4ld)

NWO  t.a.v. Dr. G. (Arian) Steenbruggen,  
directeur NWO-domein Exacte en Natuurwetenschappen (ENW) 

Subject: Statement of co-funding by the private partner(s) 

City of Amsterdam 
p/a Ger Baron 
Amstel 1 
1011 PN Amsterdam 
g.baron@amsterdam.nl

Date: Feb. 24th 2017 

Dear Sir/Madam, 

Subject to successful completion of the Project Agreement, with all terms and conditions agreed by all 
contributors to the project, and if our proposal is honoured by NWO, I hereby promise to NWO the 
contribution which the City of Amsterdam will make for the project proposal for the Big Data: real 
time ICT for Logistics call entitled DaL4LoG. 

The principal applicant for this proposal is dEK 
The amount of the cash contribution is €100.000 
The amount of the in-kind contribution represents a value of €40.000, quantified in accordance with 
the guidelines in the Call for Proposals, annex 6.2. 

The in-kind contributions concerns the following works: 
- Participation in proposal defined project activities and workshops 
- Providing necessary data and access to data 
- Providing feedback on potential use cases and applications 

Yours sincerely, 

Ger Baron 
Chief Technology Officer 
City of Amsterdam 
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Lydia Meijer (PI), Cees de Laat (Co-PI), Leon Gommans, Tom van Engers, Paola Grosso, Kees Nieuwenhuis.

EPI: Enabling Personalized Interventions
Cees de Laat(PI), Sander Klous (PL), Leon Gommans, Tom van Engers, Paola Grosso, Henri Bal, Anwar Osseyran, Aki 

Harma, Douwe Biesma, Peter Grünwald, Floortje Scheepers, Gertjan Kaspers.



Data Sharing: Main problem statement

• Organizations that normally compete have to bring 
data together to achieve a common goal!

• The shared data may be used for that goal but not 
for any other!

• Data or Algorithms may have to be processed in 
foreign data centers.
– How to organize alliances?
– How to translate from strategic via tactical to operational level?
– How to enforce policy using modern Cyber Infrastructure?
– What are the different fundamental data infrastructure models to consider?
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Big Data Sharing use cases placed in airline context 

Global Scale

National Scale

City / 
regional Scale

Campus / 
Enterprise Scale

Cybersecurity Big Data
NWO COMMIT/

SARNET project
3.5 FTE

Aircraft Component Health 
Monitoring (Big) Data

NWO CIMPLO project
4.5 FTE

Cargo Logistics Data
(C1) DaL4LoD 
(C2) Secure scalable 
policy-enforced
distributed data 
Processing
(using blockchain)

NLIP iShare project



Secure Digital Market Place Research

Customer(s)
Data supplier(s)

Marketplace
infrastructure

Deployment
SpecificationAlgorithm supplier(s)

Future Internet Research Testbeds

Secure Digital Marketplace
Member Organisation

Deployment
Models

Agreement

Parameterization &
authorizations

Accounting & 
Auditing

Registry

Market rules

Law & Regulations

Dispute
ResolutionMember admission 



AmDex

Layer 2 exchange service
Ethernet frames

Routers - Internet – ISP’s - Cloud
IP packet service

Data objects & methods
Data & Algorithms service

Application
domain
Application

domain
Application

domain

Application
domain
Application

domain
Application

domain

IP / BGP

ETH / ST

FAIR / USE

AmsIX



Informatics Institute

AMdEX.eu
§ Competing organisations, share data for common benefit
§ Trust, Risk, data ownership & control
§ Industry: AF-KLM, Health, etc

§ Science: European Open Science Cloud

§ Society: Amsterdam Economic Board

15

Aircraft 
Maintenance
AF-KLM

Health: 
Enabling 
Personal 
Interventions



Informatics Institute

IOT Devices: Sensors, Cameras

Digital Twin

Normative Reasoner

Alert

Simulation and 
Prediction

Possible 
Interventions

Legal Action

Warrant for 
Intervention

Car 
Manufacturer

Impending collision

Remote 
Intervention

Legal Interventions for Connected and Cooperative Automated Mobility

Providing Safety for 
AVs by External 
Monitoring and 
Intervention 

Smart Road, 
Autonomous Vehicles

Ensuring legality of 
Monitoring and 
Interven:ons





Research lines



Meet the CCI group



Education

The CCI group is closely working together with:

• the Security and Network Engineering (SNE) Master
• www.os3.nl , 

• the Software Engineering Master (SE)
• https://www.uva.nl/en/programmes/masters/software-

engineering/software-engineering.html and 
• the Computer Science Master (CS) 

• https://www.uva.nl/en/programmes/masters/computer-
science/computer-science.html

programs to disseminate knowledge through education.

https://cci-research.nl/
https://os3.nl/
http://www.os3.nl/
https://www.uva.nl/en/programmes/masters/software-engineering/software-engineering.html
https://www.uva.nl/en/programmes/masters/software-engineering/software-engineering.html
https://www.uva.nl/en/programmes/masters/computer-science/computer-science.html
https://www.uva.nl/en/programmes/masters/computer-science/computer-science.html


Conclusions, Info, Acknowledgements, Q&A
• Data hindered by risk of unexpected use, lack of trust
• Using market principles, enforcement and determining incentives and 

value in the data life cycle to make data flow
• More information:

– https://cci-research.nl/ https://delaat.net/
– https://dl4ld.nl/ http://epi-project.nl/
– https://towardsamdex.org
– https://www.esciencecenter.nl/project/secconnet
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