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Amazon Uses Trucks to Drive Data Faster

Cloud-computing unit, Amazon Web Services, unveils new offerings at annual conference in Las Vegas

—

Trucks of Tapes

@ Netflix Now Lets
You Download, But
Many Top Shows Are
Off Limits

The tractor-trailer hauls a massive storage device, dubbed Snowmobile, in the form of a

45-foot shipping container that holds 100 petabytes of data. A petabyte is about 1 million

S gigabytes.

little less than six months, from about 26 years using a high-speed internet connection,

by the company’s calculations.

Musuiaig

Most Popular

e 1 fiber does about 16 Thit/s

Least $1

s =2 Thyte/s
By JAY GREENE By LAURA STEVENS ® 4 COMMENTS ?fl'l:;;: — 50 00 00 SIExa Byte

Updated Nov. 30, 2016 7:19 p.m. ET

LAS VEGAS—In Amazon Web Services, Amazon.com Inc. has built one of the most - :> O n e Wee kIExa Byte

powerful computing networks in the world, on pace to post more than $12 billion in :1::;11?;

revenue this year. Draws Q 0 r Sti C k J Oe a n d

P

L]
But the retail giant on Wednesday pro.poscd a. surprising way t.o move da.ta from large Creator 4 H a rvey I n a RV
corporate customers’ data centers to its public cloud-computing operation: by truck. Mac Died
for 2 months.

Networks can move massive amounts of data only so fast. Trucks, it turns out, can move it

faster. Choice S



SKA: Depending on analysis load & physics mode they want
to investigate to use SDN in real time to direct bursts of data

to different compute resources and do load balancing.
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[.earned from

Scinet & INDIS
e 2013 - 2016

- SDN

— Security

— Traffic management, policing, control

— Hybrid — optical ring - approach to reach Tb/s

e 2017 -2020
— NFV
- SDX

— DTN @ core =>»
petabyte email network

— Data abstractions (e.g. NDN)
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Networks of ScienceDMZ.’s & SDX’s

Internet
»client 1
»Cclient 2
»client 3
Peer ISP’s
o
SDX
Func-c3
NEV Petabyte email service ©
@ DMZ - contains DTN




Status SARNET Operational Level

Laboratory: ExoGeni & PRP
Fieldlab with KLM & CIENA
OSA-Optical Forum Conference paper [1]
CoreFlow
Berkeley Internship 2016
SC16 INDIS workshop paper [2]

Control loop
ToDO ‘18
Learn Detect
SC16 demo plus poster
Salt Lake City (UT)
Respond Analyze  |EEE Sec-Virtnet 2016 paper [3]
SC15 demo plus poster ~
Austin (TX) Decide

SC16 demo plus poster
Salt Lake City (UT)

Paper: R. Koning, A. Deljoo, S. Trajanovski, B. de Graaff, P. Grosso, L. Gommans, T. van Engers, F. Fransen, R. Meijer, R. Wilson, and C. de Laat, "Enabling E-Science Applications with
Dynamic Optical Networks: Secure Autonomous Response Networks ", OSA Optical Fiber Communication Conference and Exposition, 19-23 March 2017, Los Angeles, California.
Paper: Ralph Koning, Nick Buraglio, Cees de Laat, Paola Grosso, "CoreFlow: Enriching Bro security events using network traffic monitoring data", SC16 Salt Lake City, INDIS workshop,
Nov 13,2016.

Paper: Ralph Koning, Ben de Graaff, Cees de Laat, Robert Meijer, Paola Grosso, "Analysis of Software Defined Networking defences against Distributed Denial of Service attacks", The
IEEE International Workshop on Security in Virtualized Networks (Sec-VirtNet 2016) at the 2nd IEEE International Conference on Network Softwarization (NetSoft 2016), Seoul Korea,
June 10, 2016.



Basic operating system loop

Chrome File Edit View History Bookmarks Window . Heélp by '8 &P 0:19) do 26 jul. 03:10 MR QA.

8no localhost4567 fvi/7
€ c localhost: 4567 /vi/7 a,
* netapps (provider, zone) |= I

* connections

RwocuspONeRLS L5, M| i
I (edgu, =, i, r, v u VertexbDegree[n], vl = VertexList[a]), If[Length[s] <= 1, Return([{}]];

Modc: Bgthis] > 1,

info fake[, 21;

info edge mtorsaction eec;

draw engeh(i} >0, Deletelc, Positionfs, 1[[1]111], r=<l])

delete node L -]i.tap{t‘irnt')‘-np(Sort[w'-[(Pcntion['l, s21E13111) < vi[Position[vl, «2]1{[2]11]] &] &,
delete edge geQ[o, Undirectedsdge [edge[[2]], edou[[2]1]11],

Last result: | = Map [Last, Map|Sort s, w[[Position[vi, #] L[[1]1]]] < v[[Position[vl, =2][[1]]1]] &] &,
getting links 111

new petapp

Zone:

eu-west-1a: (< eu-west-1b: = eu-west-1¢c:  ghl-a:
gbl-b:  us-east-la: us-east-1b:  us-east-lc:  us-
east-1d: | us-west-2a: | us-west-2b: us-west-2¢:
us-west-1a: _us-west-1c: | _sa-east-1a: _sa-east-1b:

po-nontl[:: ] := Module[{v =
[Bicomponontu([=],
notion| (=}, Total[v[[Position[vl, #][[1]1]]] &/@x]][#i

mponoots

tu of c o
VertexbDegreefa], vl

sorted by edgo dogro
= VertexLista]},

{Punceton[(x), Total[+[[Pomitton[vi, #1{[1]]1]] & /@ =]][=2] 1}]
ap-northeast-1a:  ap-vortheast-1b: * ap-southeast-1a:
ap-southeast-1b: ArticulationVertices: ruwag
to a
Use canvas to change configuration R LCtots of Sailuxa . : ’
AxticulationVertices([s ] := CroateLinkReal [C tTwol S @0 MyBicomp ts[=2]]

}
B ] := GraphPlot [#, VertexLabeling -+ True, DirectedBdgos -» False)] & /@hist

Create generator

« number of vims
« preferential atachment algorithm (take into account

geoip)
b
1 PP T ‘ﬁ 1] X ¥ 1!
127.0.0. 1 - - [2 in[2):. Position({(a, Start the dynamics, such that fated gruph will trigger the function call and display the graph when the network changes.
get links: {"vid" Az1= ((1, 33, (2, 134
. " " z {168 Dynamic[ResolveArticulationVertices [network] ]
links: ["13135", ; f :
127 0 0 1 [26 Dynamic[MyPlot [network] ]
local request: lo Find ail positions at it
add link: {:src=x [1):~ Position[(l+x i (RdgeQ(%, 1 — 2], Bdgo@(h, 2 — 1), Bdg - 3 , L v ] -
args: [“rudolf@st : 1, 23, (33, (4 True, Truo, Faloe
enqueue: queueine
Find only those dow| Test directos edges: I 2 ’ 2 3 2
Delete All Méssaces S s
= - U b Tk — 1 CycleGraph (7, DirectedEdges -+ True, \
creaving: (13175 I3T27 BAanStwln + Arrowhonds [Madium] . Rdal
13125, 13127} notwork = Graph[{l <-> 2, 2<¢-> 3, 3<->1,3<->4,4<->5,5<->6)];

13125, 13124 GraphPlot [natwork, VertexLabeling -+ Truec, DiroctediEdges -+ Falso]



SC16 DEMO SARNET Operational Level

Sa réet

SARNET demo

Control loop delay:
5 . +

By using SDN and containerized NFV, the
SARNET agent can resolve network and

application level attacks.
( W A 200
From this screen, you can choose your attack

and see the defensive response.

Traffic layers
Toggle the visibility of the traffic layers:

Physical links Traffic flows

Choose your attack

Start a Distributed Denial of Service attack from all upstream ISP networks:

UDP DDoS

Start a specific attack originating from one of the upstream ISP networks:

Origin: e2.edge2.as400

CPU utilization  Password attack

Normal operation

Object information

e2.edge2.as400

router
1e81761-db3b-4e3b-8ae3-2b4f60da0185#Img-router
exogeni#XOSmall

uva-nk-wi

request#Active

uvanlvmsite.rdf#uvan! /Domain/vm

22



C16 DEMO SARNET Operational Leve

Sa rget

SARNET demo

Control loop delay:
o l +

By using SDN and contalnerized NFV, the
SARNET agent can resolve network and
application level attacks.

From this screen, you can choose your attack
and see the defensive response.

Traffic layers
Toggle the visibility of the traffic layers:

Physical links Traffic flows

Choose your attack
Start a Distributed Denial of Service attack from all upstream ISP networks:
UDP DIgs

Start a specific attack originating from one of the upstream ISP networks:

Origin: e2.edge2.as400

CPU utilization  Password attack

Normal operation

A5500

webshop?

switch
webshop 1

Object information

e2.edge2.as400

router
1e81f761-db3b-4e3b-8ae3-2b4f60da0185#Img-router
exogeni#XOSmall
uva-nk-wi
request#¥Active

vmsite rdft

= e Edge domains flood
the network with UDP traffic

-ir< loac
| —
1C 25 a( bt s g Y0

1C



SC16 DEMO SARNET Operational Level

SARNET agent metrics

Application metrics Control loop

PU Learn Detect
Respond ‘ Analyze
Decide
DETECT
Revenue below
Successful transactions: Abnormal UDP fiows detected
ANALYZE
DDoS domains: AS300, AS400, AS500

Attacking domains are identified



SC16 DEMO SARNET Operational Level

Secure SARNET agent metrics
Network metrics Application metrics Control loop
Bandwidth: PU Detect
Analyze
Decide
DETECT
Abnormal UDP flows detected
Successful transactions:

ANALYZE

Flows: DDoS domains: AS300, AS400, AS500
DECIDE

RESPOND

Flow filters are installed at the network edge



SC16 DEMO SARNET Operational Level

Sa rglet

SARNET demo

Control loop delay:
- [ | +

By using SDN and contalnerized NFV, the
SARNET agent can resolve network and
application level attacks.

) rolter switch

From this screen, you can choose your attack
and see the defensive response.

Traffic layers
Toggle the visibility of the traffic layers:

Physical links Traffic flows

Object information

Choose your attack
Start a Distributed Denial of Service attack from all upstream ISP networks: e2.edge2.as400
UDP DS o router
weureoshasc: 1e81f761-db3b-4e3b-8ae3-2b4f60da0185#Img-router
Start a specific attack originating from one of the upstream ISP networks: weuretseoncCE - exogeni#XOSmall
2¥wonaeeNocdlD  uva-nkwi
Origin: e2.edge2.as400 REQUESTRIHASRES RVAT request#Active
corDowan uvanlvmsite.rdffuvan| /Domain/vm
CPU utilization ~ Password attack puspcr 27

Normal operation SerVice iS restored



1Grid2005
The VM Turntable sCc2005
Demonstrator

Seattle

Dynamic
Lightpaths

Amsterda

hitless remote
rendering

VMs

The VMs that are live-migrated run an iterative search-refine-search workflow
against data stored in different databases at the various locations. A user in
San Diego gets hitless rendering of search progress as VMs spin around



Experiment outcomes
Note, this was in 2005!

We have demonstrated seamless, live migration of VMs over WAN

For this, we have realized a network service that
Exhibits predictable behavior; tracks endpoints
Flex bandwidth upon request by credited applications

Doesn’ ire Deak provisioning of network resources

g€lining bounds the dOY
San Diego — Amsterdam,
3ck to back, 1GE, R 0.2-0.5 msec, downtge = ~0.2 sec”

DT U0 paper. Different workloads

time in spite of high R
E, RTT = 200 msegfdowntime <= 1 sec

VM + Lightpaths across MAN/WAN are deemed a powerful and general
alternative to RPC, GRAM approaches

We believe it's a representative instance of active cpu+data+net
orchestration

F. Travostino, P. Daspit, L. Gommans, C. Jog, C.T.A.M. de Laat, J. Mambretti, |. Monga, B. van Oudenaarde, S. Raghunath and P.Y. Wang, "Seamless
Live Migration of Virtual Machines over the MAN/WAN", Future Generation Computer Systems, Volume 22, Issue 8, October 2006, Pages 901-907.



Secure Policy Enforced Data Processing

Bringing data and processing software from competing organisations together for common goal
Docker with encryption, policy engine, certs/keys, blockchain and secure networking

Data Docker (virtual encryped hard drive)

Compute Docker (protected application, signed algorithms)

Visualization Docker (to visualize output)

,Org 2

Untrusted Unsecure Cloud or SuperCenter

Secure Virtual PC

Data-1 % % Comp
R R

Org 3.~ Org 4




Areas of research

Each domain 1ts own Al on networks.
— Multiple AI’s fighting on my behalf?
A-B-C slide
— Where makes what Al sense?
Many layers of complexity and abstraction.

— Can Al help to understand and debug?
— Can 1t explicitly understand? Reveal a model?

Probabilities are badly understood in Al
— How to deal with false positives?

— Ethical 1ssues?

— Trust 1ssues?

— Intention 1ssues?




Critical notes

We created complexity

Huge number of actors (devices)
Millions of lines of codes

We have shrinking trust in the Internet

Let’s throw 1n another hunderd-thousend lines of
code! Good luck...

Complexity encapsulation
Do we have enough information for RL - ML?
Do we understand what the Machine needs to learn?
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