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Rigor & Relevance

• In the emerging data economy, advanced supply chain collaboration architectures are ever
more built upon a data-centric foundation.

• Various studies indicate that main challenges and obstacles for data sharing are fear for security
risks and worries about losing control over their data, i.e. data sovereignty is key.

• Recent studies amongst companies in the Netherlands identifies nine essential building blocks
for controlled data sharing, whilst the data owner maintains data sovereignty.



A more user-centric approach is needed

Currently, data control capabilities are mainly provided within closed sector-specific ecosystems,
with specific solutions, giving challenges for end-users that share data in multiple ecosystems :

• Threat of vendor lock-in
• Major integration efforts to manage data sovereignty, trust and security

A network-model approach may offer significant advantages from the end-user perspective
• Providing generic and re-usable infrastructural capabilities for defining and enforcing data

sovereignty, trust and security in multi-lateral data sharing:
• Various initiatives are currently emerging
• The International Data Spaces (IDS) initiative has major international attention

• https://www.internationaldataspaces.org/



Towards An Open Network-Model

Transition from a Hub-Model to a Network-Model for Data Sharing.

Hub-Model Network-Model



International Data spaces (IDS)
A reference architecture for an open network model approach
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The network-model approach provides user-
centric advantages

The network-model approach provides end-users and organization (user-centric) advantages:

• A single entry-point for simultaneously controlling data sharing over multiple relationships:
• Based on agreed upon and standardized architectures and protocols

• For IDS: DIN SPEC 27070: “Reference Architecture for a Security Gateway for Sharing Industry Data and 
Services,”. DIN Standardization Body, https://www.din.de/en

• Operational advantages in terms of:
• User-friendliness
• Reduced complexity
• Improved operational efficiency,
• Lower costs



The user-centric network-model approach 
poses interoperability challenges

However, the network-model approach for controlled data sharing poses interoperability challenges.

• It is implemented in a federation of multiple intermediary roles by independent organizations
• Providing data sharing support functions: identity provisioning, data brokering, clearing house, ….

• This also applies to interoperability for the legal concepts:
• Data sharing agreements 

• Usage contracts, also referred to as ‘terms-of-use’ . 

Research Question for the Paper
“How can an open model approach for data sharing with interoperability of data sharing agreements and 

usage contracts be developed for wide scale multi-organization adoption?"



Data sharing agreements and usage contracts



Interoperability
Role Interaction Topologies (RITs)

(b) Provider and Consumer Driven RIT (PD-RIT / CD-RIT)
(c) Intermediary-to-Intermediary RIT (I2I-RIT)
(d) Service Broker RIT (SB-RIT)



Interoperability
Role Interaction Topologies (RITs)

Evaluation criteria:

• Maintaining sovereignty over the legal concepts by the data provider and consumer

• Complexity of the overarching interoperability architecture

To be preferred:  Provider and Consumer Driven RIT (PD-RIT / CD-RIT)



Conclusions and Discussion
• There is a big need for data sovereignty

• From a user-centric perspective, an open network model is preferable:
• To enable single point of entry and prevent from vendor lock in.
• As such, the International Data Spaces (IDS) initiative is currently attracting major interest

• The network-model approach poses an interoperability challenge on the multiple (intermediary) roles:
• This specifically applies to data sharing agreement and the usage contract
• The Provider and Consumer Driven Role Interaction Patterns (PD-RIT / CD-RIT) are preferred

• A machine-readable interpretation of the data sharing agreement and the usage contract is required
• This enables automatic reasoning on the complex system of rules and obligations.
• For usage contracts within IDS, this is ODRL-based and currently being tested
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