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Digital Data Marketplaces (DDMs)

Ø Project DL4LD aims to facilitate trustworthy data sharing for a particular 
purpose with Digital Data Marketplace (DDM) concepts 

Ø DDM is a distributed data
trading platform that 
supports data and/or 
compute asset sharing and 
federation among consortium 
members to achieve a 
common goal



Ø Security and sovereignty are top concerns in data federation 
applications

How to allow DDM customers to choose an optimal DDM 
infrastructure with minimum risk for their applications?



Ø Collaborative

Ø Application-based

Ø Robust

Ø Risk analysis-driven

A risk assessment system for DDMs



Threat List (Approved)

Not-trustable computing env 

Eavesdropping

Malicious code: high result 
correlation 

Man-in-the-middle

Container runtime escape

Data loss: Physical attack

Dos on other containers 

Modified Microsoft STRIDE/DREAD model

Ø Redefine risk attributes to address the concerns of DDM security assessment
• Importance of monitoring
• Potential trust among party members

Ø Risk attributes to estimate the probability of an exploitation of a vunerability
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Eavesdropping

Malicious code: high result 
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Man-in-the-middle

Container runtime escape

Data loss: Physical attack

Dos on other containers 

Modified Microsoft STRIDE/DREAD model



Ø Use numeric values to represent qualitative levels 

Ø Define a value vector 𝑣! for numeric representations

§ 𝑣! = 0, 5, 10 for original Microsoft model

Ø Define a metric Spreading Level to characterize the physical meaning of a value vector

𝑆𝐿 𝑣! = 𝑣!,$ − 𝑣!,% − 𝑣!,& − 𝑣!,$ with 𝑣! = 𝑣!,%, 𝑣!,$, 𝑣!,&
Ø The choices of value vectors with similar physical meaning turn to be subjective

Subjective choices of risk attributes values



Ø System Stability
§ Kendall’s Tau 𝜏

• Similarity of two severity rankings of N threats with different value vectors
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§ Normalized Mean Square Error (NMSE)
• Variance of absolute values of risk ratios 𝑅𝑅1 and 𝑅𝑅2 of N threats with different value vectors
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Ø System resolution
§ Granularity: the total number of unique values of risk scores for a given threat set 

System stability and resolution



Experiment design 
Ø Evaluate the fluctuations of risk ratios among value vectors of similar physical meaning

§ Group value vectors with SL
§ Within each equal SL cluster, compute mutual variance

Ø Value Vector Set 𝑉-.-/0 = 𝑣1, 𝑣2, 𝑣3, …… , 𝑣4
§ 𝑣4 = 𝑣4,1, 𝑣4,2, 𝑣4,3 with  𝑣4,5𝜖 0, 1, …… , 10

Ø Two Threat Databases
§ Theoretical Threat Database
§ DL4LD Threat Database

• Threat Modeling of Archetypes



Result analysis of system stability - Kendall’s Tau

§ The severity ranking is totally robust for evenly-distributed value vectors for all real-world threat databases
§ In general, the influence is subtle due to subject choices of value vectors for threat severity rankings



Result analysis of system stability - NMSE

§ Our methodology performs much better for the DL4LD use case compared to the theoretical threat database
§ Very subtle chance to vary the final DDM rankings due to subject choices of parameters



Result analysis of system resolution - Granularity

§ The values of Granularity fluctuates for value vectors of same SL
§ It is recommended for users to choose a value vector with relatively high Granularity and to 

avoid those with very low resolution. 
§ The DL4LD use case performs very well regarding to provided resolution 



Conclusions and future work

ü We proposed a system to quantitatively assess the risk level of 
applications in DDMs

§ Capture the dynamic features

§ Focus on specific concerns of DDM applications

ü We validated the stability and resolution of our system, specifically for the 
DL4LD use case

§ Subjective choices of users have very subtle influence on the provided DDM rankings of the 
system

Ø Further improve the risk assessment system to be adaptive
§ Real time risk level VS applied countermeasures



THANK YOU AND ANY QUESTIONS?

www.dl4ld.nl
www.dl4ld.net

http://www.dl4ld.nl/

