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»My role in the DL4LD project
»Policy design and optimization
»Methodology
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My role in the DLALD project

WP2 Research activity layout and staff involvement
" CDL: Cees de Laat TVE: Digital business agreement negotiation & trust.
P O I I C y TVE: Tom van Engers LG: Architecture driven deployment of trusted systems

SK: Sander Kious SK: Inter-organizational solution development
PG: Paola Grosso

Leon Gommans

Strateqgic level f,

Amsterdam Datahub Openlab, KLM, Ciena, GLIF TVE: Digital realization of trust

SK: Inter-organization CDL: Multidomain aspects LG: Creating archetypes of deployment models.
service quality & PG: Infra programmability PG: Semantic composition of services
consistency in practice LG: Programmable CDL: Forward looking architectures
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Policy design and optimization

»What is policy?

» Specified as Event-Condition-Action (ECA) rules

that determine the actions to be performed under
certain situations

»In ArenA case: Access control policy

» Access control policies: rules that determine

permissions on who can perform what on which
entities under what situations

> Aim: lower down the risks of authorization

[1] A Policy-based Management Framework for Pervasive Systems using Axiomatized Rule-Actions
[2] An ECA-P Policy-based Framework for Managing Ubiquitous Computing Environments

UVA Informatics Institute Y& ¢ 4



Policy design and optimization

Authorization Authorization
Request Decision
> L RAdAC )
Risk on: Engine
. * ot T “
System security
Data security
Risk Level Operational Need
Access Control
* Situational conditions Polices * Requester rol
* IT component features * Requester location
R " k . * Access decision history * Third party testification

Individual safety
Public security

Fig. 1. RAdAC process model.

[3] Dynamic counter-measures for risk-based access control systems: An evolutionary approach
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Policy design and optimization

» The calculation about risk

The risk of giving authorization R_A
The risk of NOT giving authorization R_NA

R NA
R A
Partles Operatlons Datasets
Ope Mobi Cen Seats R A+R NA
Police Delete X Age/gender - -
Fire department §§ ; Change Cameras R A+R NA
Hospital View Sensors
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Policy design and optimization

R_NA

» Test and evaluate different policies
» Generate the optimized policy Iin trade-off

»Core problem:
Risk evaluation
RL(T,) = P(T4|A) - I(T,)
RL(T,) = P(T;|NA) - I(T)
guantitative and qualitative (cardinal and ordinal)
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Policy design and optimization
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Methodology

»Analytical investigation
»Agent-based modeling
»Simulation experiments

Policies

Individual Level
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