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Three frictioning “realities”

sources
of law
what the law how people
States behave
how law Is
Implemented

three matters only loosely coupled!



Main research tracks

* Computational mapping of norms and policies

* Application of norms and policies for offline
Interpretation (compliance checking) and policy
evaluation

 Embedding of norms and policies for
operationalization (online monitoring, authorization,
etc.)



Policy-making aspects

* SITUATEDNESS

* DIRECTIVITY

* IMPACT

* RETROACTION

policies are decided against existing social
system and normative systems

policies are meant to maintain and promote
certain drivers (within a certain socio-
Institutional asset)

policies (usually) have impact on the
social system

social and normative systems might push
a change in policies
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The DL4LD project

WP2 Research activity layout and staff involvement
CDL: Cees de Laat TVE: Digital business agreement negotiation & trust.

TVE: Tom van Engers LG: Architecture driven deployment of trusted systems

SK: Sander Klous SK: Inter-organizational solution development
PG: Paola Grosso .
LG: Leon Gommans

1 PhD candidate

Y

.

Amsterdam Datahub Jpenlab, KLM, Cien - TVE: Digital realization of trust
SK: Inter-organization CDL: Multidomain aspects LG: Creating archetypes of deployment models
service quality & PG: Infra programmability G: Semantic composition of serv
ncy in practice LG: Programmable CDL: Forward looking architectures
component deployment
1 PhD candidate m 1 PhD candidate 1 Postdoc researcher
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The DL4LD project

* The original proposal builds upon the classic 3-layers division:

. WP2 Research activity layout and staff involvement
- PO ICy CDL: Cees de Laat TVE: Digital business agreement negotiation & trust.
TVE: Tom van Engers LG: Architecture driven deployment of trusted systems

K: andsr Klous SK: Inter-organizational solution development

p

strategic level \

- Planning
tactical level

1 PhD candidate

- - - -,

Activity 1

-~
A Y
\

- QOperations ——+.
operational level

-

Amsterdam Datahub Openlab, KLM, Ciena, GLIF TVE: Digital realization of trust
SK: Inter-organization CDL: Multidomain aspects LG: Creating archetypes of deployment models.
service quality & PG: Infra programmability PG: Semantic composition of services
consistency in practice LG: Programmable CDL: Forward looking architectures
component deployment
1 PhD candidate 1 PhD candidate 1 Postdoc researcher
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* Critical aspect: dynamic change of rules (internal, e.g. caused by a
change of GRIP level, or external, e.g. new norms)
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Amsterdam ArenA use case

* Critical aspect: dynamic change of rules (internal, e.g. caused by a
change of GRIP level, or external, e.g. new norms)

Policy considerations: e.g. specify and evaluate current policies (e.g. regulation

concerning the GRIP levels), deciding upon which type of data SHOULD be available in
which conditions, what kind of monitoring/enforcement should be put in place to satisfy
certain risk requirements (e.g. auditors, etc.)

Planning considerations: e.g. model the (possibly conflicting) needs of the actors
involved (including malicious ones), addressing informational and temporal aspects, and
reaction to failures. Prototypical outcome of the analysis: e.g. certain data WILL be shared
only if will be processed by a third party and for a specific purpose (to promote both common
benefit and private interest).

Operations considerations: e.g. plans ARE put in action in the infrastructure,
satisfying technological requirements of security, responsiveness, etc.
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Amsterdam ArenA use case

* Critical aspect: dynamic change of rules (internal, e.g. caused by a
change of GRIP level, or external, e.g. new norms)

Policy considerations: e.g. specify and evaluate current policies (e.g. regulation

concerning the GRIP levaks), deciding upon which type of data SHOULD be available in
which conditions, what kind of monitoring/enforcement should be put in place to satisfy
certain risk requirements (e.g. auditors, etc.)

Planning considerations: e.g. model the (possibly conflicting) needs of the actors
involved (including mali®ous ones), addressing informational and temporal aspects, and
reaction to failures. Prototypical\.outcome of the analysis: e.g. certain data WILL be shared
only if will be processed by a third party and for a specific purpose (to promote both common
benefit and private interest).

Operations considerations: e.g. plans ARE put in action in the infrastructure,
satisfying technological requirements of security, responsiveness, etc.

A change in one of the policies usually requires an
adaptation cycle in all the three levels!
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