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PROJECT STRUCTURE: WORK
PACKAGES AND ROLES

-
Use ““‘*‘*J Duration: 5 Years (Q1 — Q20)

"

Other initiatives
Compartment 2 projects

Two Phases:
) Project Phase 1: Q1-Q10:

Y WP2, WP3 and WP4
» TNO and UvA

Gaps : Gl
Recirdh fors Innovative capabilities
Blueprint + Roadmap

Needs ' Project Phase 2: Q2 - Q20:
» WP2 and WP3 (Update Arch. Blueprint)

» Mainly UvA

Reference implamentation

Requirements

juswebeuep i
1o0foid :LdM

LIse cases
Other initiatives
Compartment 2 projects
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Prof. C. (Cees) de Laat (UvA) El Prof. L.L. (Lydia) Meijer (UvA, TNO) Dr. H.).M. (Harrie) Bastiaansen (TNO)
Principal Investigator — Scientific HE3 Principal Investigator — Coordinating i ™G Project Leader
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OPEN INFRASTRUCTURE FOR TRUSTED,
MULTI-LATERAL DATA SHARING

DATA LOGISTICS FOR LOGISTICS DATA (DL4LD)

Sharing Sensitive Data
Enforcing Data Sharing Agreements
Application of Law
Dispute Settling
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THE NEED FOR IMPROVED DATA SHARING
IN THE SUPPLY CHAIN

Market Dynamics are changing
* This requires sharing trustworthy data in the supply chain.
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TRUSTWORTHY SHARING OF SENSITIVE DATA
ACROSS ORGANIZATIONS AND SECTORS
Logistics Other Sectors
THE DL4LD PROJECT =W Applications & Applications &
Reference architecture: |
* Toshare (logistics) data on a large scale  Connector
* That supports trust and is secure

LD
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~ Connector

Forward lookin g researc h aimed at: Connector | Connector
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» Enforcement of laws
* Rapid construction
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TRUSTWORTHY SHARING OF SENSITIVE DATA
ACROSS ORGANIZATIONS AND SECTORS

Security Trust Enablers
Non-functional design aspect: Functional design aspect:
The implementation of an IT-system must comply to its * Data sovereignty
security level [ﬁs_.:q_u.i.remgt?t_s as dgfi{]g,d at system de:sign - Data sharing agreements
and protect agains malicious or unintentional security _
breaches. = Shared trust domain

: o ; L Enforcement of data sharing agreements
» Confidentiality, Integrity, Availability (CIA), ... 949

legal enforceability,
7 SLIEE systemsmist ok secure implementation enforceability

* Transparency

System integrity monitoring
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THE CONCEPTS FORTRUSTED DATA SHARING
IN AN OPEN INFRASTRUCTURE

Towards a reference architecture for sharing trustworthy data
* Trust enabling functions are implemented on an open infrastructure

a

* Enforced Data and = Praier
Data Sharing Processing at |
Agreements the Source
: ¥
Open through
Standardization _. !
of Connectors i > Voauay
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THE INTERNATIONAL DATASPACE INITIATIVE
(IDS)

The DL4LD project builds upon IDS concepts: B

—
* It demonstrates how the IDS trust enabling T e ?

. | ; Cybus &5 v

concepts support an open infrastructure for gl T *
- | . - .i |q LN a4 ;

trustworthy data sharing. v B et :
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A REFERENCE ARCHITECTURE AND
IMPLEMENTATION SUPPORTED BY ASTRONG COMMUNITY

DL4LD co-operates with organizations that develop, promote and deploy IDS
* DL4LD disseminates the IDS data-sharing concepts to logistic business ecosystems

Governanca_l gha G Blueprint for the data space
reference architecture
Develop the standards 2 Trust through data
for the IDS | sovereignt

Data at the source

 The Netherlands (TNO) | Peer-to-peer, no data lake
INTERNATIONAL DATA
SPACES ASSOCIATION innovation L ——
A Z Fraunhofer
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Connectors
» Standard
= Trusted

IDS Communication
Protocol (IDSCP)
DIN 27070 norm
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EFFECTIVE DEPLOYMENT OF
DIGITAL BUSINESS ECOSYSTEMS

Simplified creation of business ecosystem via governed Digital Market Places
* Data sharing agreements with the market place instead of with every member
* Enforcing legal compliance

to settle disputes

to ensure legality o '.
transactions
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EXT STEPS

STATUS AND

Status: Next steps:
* DL4LD Reference Architecture based on IDS » Develop Intermediary Roles
» Basic and trusted (IDS) connectors: * Providing Trust Enabling Functions
» Initial implementations available * |nterfacing in Federated Architecture
* Interoperability tests have been done « Service Architecture for Large Scale deployment
et * Commit2Data;
‘Whe e * Informing data hubs
* Presentation at ICT-Open
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